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Abstract— An efficient anonymous communication protocol,
called MANET Anonymous Peer-to-peer Communication Protocol (MAPCP), for P2P applications over mobile ad-hoc networks
(MANETs) is proposed in this work. MAPCP employs broadcasts
with probabilistic-based flooding control to establish multiple
anonymous paths between communication peers. It requires
no hop-by-hop encryption/decryption along anonymous paths
and, hence, demands lower computational complexity and power
consumption than those MANET anonymous routing protocols.
Since MAPCP builds multiple paths to multiple peers within
a single query phase without using an extra route discovery
process, it is more efficient in P2P applications. Through analysis and extensive simulations, we demonstrate that MAPCP
always maintains a higher degree of anonymity than a MANET
anonymous single-path routing protocol in a hostile environment.
Simulation results also show that MAPCP is resilient to passive
attacks.
Index Terms— peer-to-peer, P2P, anonymity, MANET.

I. I NTRODUCTION

T

HE Peer-to-peer (P2P) network has drawn increasing
attention nowadays, and has been widely deployed on
the Internet for various purposes, including distributed data
storages, file sharing networks, collaborative computing and
Internet telephony. The P2P system is popular for its being
scalable, fault-tolerant, and self-organized. Meanwhile, mobile ad-hoc networks (MANETs) have been proposed as an
alternative to cellular networks for use in areas where fixed
infrastructures such as base stations are unavailable. MANET
resembles the P2P network in some ways. First, both systems
lack fixed infrastructure and network topology. The P2P peers
join and leave frequently and unpredictably, while MANET
nodes move randomly. Second, both systems require no centralized coordinator for communication. Instead, they both
require the cooperation of network nodes for communication.
MANET is now emerging as a new paradigm of wireless
communication for civilian applications. Nowadays, numerous
portable devices such as laptops, PDAs and mobile phones
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are everywhere, and people use them for their professional
and daily lives. The materialization of wireless technologies
has changed the scenario of ad-hoc networking, its usage,
its players, as well as its importance. Therefore, MANET
appears to be an attractive platform for the P2P applications.
In fact, P2P applications on Internet are gradually migrating
to MANET [1][2][3][4]. Emerging P2P applications over
MANET include (1) sharing multimedia files among mobile
hand-held devices, (2) sharing traffic, weather and traveling
information among moving vehicles, and (3)sharing real-time
information among military units on the battlefield.
Providing peer privacy in the P2P network has always been
an important topic, which poses even more challenges when
facing a P2P system over MANET. First, the open environment
in MANET makes its radio signals vulnerable to eavesdropping. Second, the multihop communication in MANET
involves untrustworthy nodes in a private conversation. Third,
MANET nodes are constrained by limited battery and computing power, which makes computation-intensive schemes such
as the public-key cryptography too expensive to be adopted.
Therefore, existing solutions for wireline Internet cannot be
applied directly on MANET for P2P communication without
considerable modifications. This paper presents the MANET
Anonymous Peer-to-peer Communication Protocol (MAPCP),
which serves as an efficient anonymous communication protocol for P2P applications over MANET. MAPCP is designed
to be a flexible middleware between the P2P applications
and MANET routing protocols. MAPCP employs a broadcastbased mechanism together with a probabilistic-based flooding
control algorithm to establish anonymous paths between peers,
which requires no hop-by-hop encryption/decryption, hence
requires lower computational complexity and power consumption. MAPCP establishes multiple anonymous paths between
communication peers within a single query phase, and is
highly resilient to node mobility, failure, and malicious attacks.
Furthermore, MAPCP provides schemes for communication
peers to control the tradeoff between anonymity degree and
bandwidth efficiency.
The rest of the paper is organized as follows. Section II
reviews previous work on anonymous communication over
Internet and MANET. Section III presents the design rationale
of MAPCP and gives protocol description in details. Section IV presents an analysis of anonymity degree achieved
by MAPCP. Section V evaluates the performance of MAPCP

c 2007 IEEE
0733-8716$20.00 

CHOU et al.: AN EFFICIENT ANONYMOUS COMMUNICATION PROTOCOL FOR PEER-TO-PEER APPLICATIONS

through extensive simulations. Finally, a conclusion is drawn
in Section VI.
II. R ELATED W ORK
Existing solutions for wireline Internet provide anonymous
communication by means of application-layer routing, e.g.
Mix-net [5], onion routing [6] and Crowds [7]. They require
common secrets among the sender and all the proxies en route,
and hop-by-hop decryptions along the routing path, which is
not affordable to MANET nodes due to the constraints of limited energy and computing power. Several anonymous routing
protocols have also been proposed for MANET, e.g. ANODR
[8] and MASK [9]. In general, these network-layer solutions
consist of two phases: anonymous route discovery phase and
anonymous data transmission phase. In the first phase, the
sender broadcasts a route request message to discover an
anonymous route to its communication target. The entire
process usually involves hop-by-hop encryption/decryption
to conceal the route information from eavesdroppers. Once
the anonymous route is established, the sender enters the
anonymous data transmission phase and begins to send data
packets via the anonymous route. ANODR [8] is the first
identity-free anonymous on-demand MANET routing protocol. It employs the Trapdoor Boomerang Onion, a variant
of the onion that uses only symmetric key cryptography, to
build the anonymous routing path. Its major flaw is being
sensitive to node mobilities, and the route information is
partially revealed if one or more nodes en route are compromised. MASK [9] employs an anonymous neighborhood
authentication protocol to establish its routing path instead
of using the onion structure, and is claimed to have lower
computational complexity than ANODR. While these anonymous routing protocols achieve good performance in providing
privacy for point-to-point unicast communication, there is still
too much overhead introduced when applying them to P2P
applications over MANET. Most P2P applications involve two
phases: query phase and data transmission phase. In the query
phase, the file requester broadcasts its query message to the
entire network, and the file holders reply to the requester
the metadata of the queried file. When the requester received
enough query replies, it establishes a unicast connection to
each file holder and proceeds to the data transmission phase. In
order to provide privacy in P2P applications, communication
in both query phase and data transmission phase should be
anonymous. Therefore the routing protocols are supposed to
guarantee the anonymity of broadcast queries in the first
phase, and then establish an anonymous route between the file
requester and the file holder. This means two or more rounds
of message broadcasts are required since the construction of
anonymous routes also requires broadcast of route discovery
messages. The situation is even worse when the requester
requests files from multiple file holders simultaneously, which
is a common scenario in P2P applications, not to mention
the hop-by-hop encryption/decryption overhead for building a
single anonymous route.
MAPCP differs from previous work in the following aspects. First, MAPCP is not a routing protocol. It lies in
between the network layer and the application layer. It is
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designed to be a flexible middleware specially for anonymous P2P communication. Applications which do not require anonymity can bypass the MAPCP layer to avoid the
overhead brought by anonymity. However, applications will
find no way to jump over the anonymous routing protocol
if an anonymous routing has been employed at the network
layer. Second, MAPCP avoids using expensive hop-by-hop
encryption/decryption. Instead, it exploits broadcasts and probabilistic flooding control to provide anonymity, thereby consuming much less computing resources and energy. Third, the
anonymous paths between the file requester and all possible
file holders are established right after the requester receives
query replies. No extra route discovery phase is needed
and the data transmissions can be started right after enough
query replies are received and, therefore, it greatly reduces
the overhead from the anonymous path construction. Fourth,
MAPCP establishes multiple paths for each communication
pair in a single query-reply round. Building multiple paths
has been shown to be able to effectively enhance performance
in a mobile environment and mitigate disruption caused by
path failure or compromised nodes [10]. For most MANET
anonymous routing protocols, building multiple paths for a
communication pair usually involves multiple route discovery
processes. MASK creates multiple paths by multiplexing the
route hop-by-hop. MAPCP differs from MASK in that there is
no path selection. Packets in MAPCP are forwarded within all
established paths. Finally, MAPCP provides schemes for communication peers to control the tradeoff between anonymity
degree and bandwidth efficiency.
III. P ROTOCOL D ESIGN
A. Design rationale
Hop-by-hop encryption/decryption does provide excellent anonymity and content privacy. However, previous
study [11][12] shows that the computational complexity and
power consumption of a public-key encryption (e.g. RSA)
are several orders greater than a symmetric-key encryption
(e.g. AES) and a packet transmission. Therefore, we argue
that cryptography should be used conservatively in MANET
in which resources is scarce. The MANET communication
usually involves one or multiple local broadcasts, even for unicast communication. As discussed in previous work [8][13],
broadcast without specifying receiver’s real identity effectively
achieves the receiver anonymity and thwarts many security
attacks [14]. Therefore, we believe that a good solution for
anonymous P2P communication over MANET should deal
with the tradeoff between resource efficiency (bandwidth efficiency, energy consumption and computational intensity) and
the degree of anonymity. Such a solution should lie somewhere
between the pure broadcast scheme and the pure cryptographic
scheme, as shown in Fig. 1.
B. Protocol Design
The design of MAPCP assumes that each node is in
the promiscuous receiving mode on their wireless network
interface (which is mandatory for 802.11-based nodes in the
ad-hoc mode) and is capable of manipulating the source
IP and MAC address of its outgoing packets. Similar to
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reply, which includes NS , NiP , τ , and a P KS -encrypted part
which contains Ni , SKi and the metadata of the requested
file, as shown below:
i → ∗ : {NS , NiP , τ, [Ni , SKi , metadata]P KS }.

Fig. 1. Tradeoff between hop-by-hop encryption/decryption schemes and
broadcast-based schemes

most P2P applications, communication in MAPCP consists
of two phases: the query phase and the data transmission
phase. MAPCP uses only local broadcasts in both phases. To
prevent the broadcast storm problem [15], MAPCP employs a
probabilistic algorithm to control packet flooding in the data
transmission phase. Conceptually, every node is assigned a rebroadcast probability for each communication session. Nodes
along the selected optimal paths are assigned the highest
probability while nodes not on the optimal paths are assigned
a lower or zero probability. At each node, the forwarding of a
data packet depends on the calculated rebroadcast probability.
To realize this, each MAPCP node maintains two tables: a
destination table of five fields (which include the destination
ID pseudonym, the path pseudonym, the δ value, the τ value
and the session key) and a path table of four fields (which
include the source ID pseudonym, the path pseudonym, the δ
value and the τ value).
C. Query Phase
The file requester, S, first generates a one-time public/private key pair P KS and P KS− , a 128-bit random nonce
NS (used as its identity pseudonym) and a random positive
integer δ = δS > 1. The overhead of key and pseudonym
generation can be traded off by storage since the node can
generate a number of keys and pseudonyms in advance. Then,
S broadcasts to its neighbors the query message with a forged
source address e.g. the broadcast address. The query message
includes P KS , NS , δ and the query string QString. This is
expressed as
S → ∗ : {P KS , NS , δ, QString}.
Besides, S keeps entries {null, null, δS , M AX IN T, null}
in its own destination table, where MAX INT is a very large
positive integer.
When node i, (i = S), receives a nonduplicate query message, it increases δ by 1 and forwards the query message to its
neighbors. Node i checks whether the query can be satisfied.
If no, it keeps entries {NS , null, min(δ), M AX IN T } in its
path table, where min(δ) is the minimum δ value among all
received query messages. Otherwise, if i can satisfy the query
(i is a file holder), it generates a random positive number
τ = τi > 1, a 128-bit random nonce Ni , another 128-bit
random nonce NiP , and a one-time symmetric key SKi . Here,
Ni is its identity pseudonym, NiP is the path pseudonym and
SKi is the session key for further communication with query
originator S. Then, it broadcasts to its neighbors the query

Note that NS is used to identify the recipient of this query
reply. Node i keeps entries {NS , NiP , min(δ), τi , SKi } in its
destination table.
When node j receives a nonduplicate query reply, it increases τ by 1 and forwards this message to its neighbors. If
j = S, it updates the entry {NS , null, min(δ), M AX IN T }
in its path table to {NS , NiP , min(δ), min(τ )}, where
min(τ ) is the minimum τ value among all received query
replies. Otherwise, if j = S, it decrypts the encrypted part
with P KS− to get Ni , SKi and the metadata, and updates the
entry {null, null, δS , M AX IN T } in its destination table to
{Ni , NiP , δS , min(τ ), SKi }.
D. Data Transmission Phase
Once node S collects enough query replies, data transmission between S and each file holder Ri can be done anonymously as follows. S looks up Ri ’s pseudonym NRi from
its destination table to get NRPi , δS , min(τ ) and session key
SKRi and broadcasts a data message to its neighbors, which
contains NRPi , NRi , a positive number α = δS + min(τ ), and
a SKRi -encrypted part consisting of NS and the data (e.g. a
request for file). This can be written as
S → ∗ : {NRPi , NRi , α, [NS , data]SKRi }.
When an intermediate node j, (j = S, Ri ), receives a
nonduplicate data message, it looks up NRPi in its path table
to get min(δ) and min(τ ), and calculates its rebroadcast
probability pj as
α
µ =
min(δ) + min(τ )

µλ(min(δ)+min(τ )−α) , if µ < 1,
(1)
pj =
1,
otherwise,
where 0 ≤ λ ≤ 1 is a real number selected by the protocol.
Then, node j forwards this message according to its rebroadcast probability pj .
When node Ri receives a nonduplicate data message identified by NRi , it decrypts the encrypted part with session key
SKRi to get NS and the data. Likewise, if node Ri intents
to send a data message to S (e.g. the requested file), it looks
up NS from its destination table to get NRPi , min(δ), τRi
and session key SKRi , and then broadcasts a data message
containing NRPi , NS , a positive number α = min(δ) + τRi
and the requested file to its neighbors. When receiving the data
message, each intermediate node j, (j = S, Ri ), calculates
its rebroadcast probability pj using (1) and forwards the data
message according to pj .
The selection of λ represents the tradeoff between
anonymity and performance. If λ = 1, the system has
the highest anonymity but lower forwarding efficiency, since
dummy packets contribute to collision. If λ is close to zero,
the system generates the fewest dummy packets and has higher
forwarding efficiency. However, since the algorithm establishes multiple anonymous paths in most cases, an acceptable
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degree of anonymity is guaranteed even when λ is set to
zero. The analysis of anonymity degree will be conducted in
Section IV.
Propagation Delay or Hop Count?
The optimal path can be a path with minimum propagation
delay or minimum hop counts. On Internet, the propagation
delay reflects more precisely the distance between two nodes
since a one-hop away node may be kilometers away physically.
However in MANET, the one-hop distance is limited by the
radio transmission range of a node, and more hops introduce
more processing overhead and energy consumption. Furthermore, we observed that the propagation time reflects poorly
the real distance of two nodes in MANET, especially when
traffic is heavy. Routing protocol such as AODV [16] buffers
the broadcast packets for an random time before sending them
to the MAC layer. Moreover, the 802.11 MAC layer senses the
carrier before transmitting a broadcast packet, and postpones
the transmission if it senses a busy channel. Therefore when
the traffic load is high, a packet may be queued for a very long
time, and a node receives a packet earlier than other nodes may
forwards the packet the last. Therefore, a route decision made
according to the propagation time in a high traffic load period
(e.g. the query phase, in which the network is overwhelmed
by broadcast messages) may not be a right decision when the
traffic load is back to normal. Therefore, the flooding control
algorithm in MAPCP uses hop count information to decide
the optimal path between two nodes.
The identity pseudonyms and path pseudonyms are used in
MAPCP to identify the packet receiver and rebroadcast probability respectively for each communication session. Therefore,
no pseudonym collision is allowed among all live communication sessions in the network. In case of pseudonym collision,
the packet may be forwarded to the wrong target. Currently
MAPCP ignores this problem and leaves it to the applications
due to the following reasons. First, as studied in [8], for a
l-bit pseudonyms, the probability of collision pcollision when
m pseudonyms are selected is
m−1 l
(2 − i)
pcollision = 1 − i=0 l m
(2 )
which decreases exponentially as l increase linearly, and is
extremely small when l is equal to 128 bits1 , as used in
MAPCP. Second, since the receiver is identified by the identity
pseudonym, in case of path pseudonym collision, there is
still chance for the receiver to receive the packet due to
the broadcast-based communication nature of MAPCP. Third,
since the identity pseudonyms can be renewed at each packet
exchange, in case of identity pseudonym collision, the error
can be confined within a single packet transmission.
Fig. 2 shows two examples of probability assignment results
of the flooding control algorithm with λ equals to 0.9. Nodes
marked by the darkest color are assigned rebroadcast probability one. The lighter the node color, the lower the probability
it has. Nodes marked by the lightest color are assigned probability lower than 0.5. The samplings are conducted in a static
700m-by-700m network field, and nodes are homogeneous
1 As shown in Kong’s work [8], the probability is even smaller than the
probability of detection failure of a 128-bit MD5 checksum.

(a)
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(b)

Fig. 2.
Probability assignment results of flooding control in (a) a grid
topology, and (b) a randomly generated topology in the 700m-by-700m
network field. S is the sender, and R is the receiver.

with radio transmission range being 250m. Fig. 2(a) presents
evenly distributed nodes with a distance of 100m between
their vertical and horizontal neighbors. This figure shows an
ideal result that all nodes on possible shortest paths (in terms
of hop counts) are assigned the highest probability. Fig. 2(b)
presents a randomly generated topology, and shows that the
probability assignments are not always perfect (i.e. only nodes
on optimal paths are selected) due to random topologies and
unpredictable collisions of query messages and query replies.
IV. S ECURITY A NALYSIS
Attacks to the P2P communication protocols can be roughly
divided into two categories: the service attacks, in which
attackers try to paralyze the P2P service (e.g. DoS attacks) or
steal the message content, and the anonymity attacks, in which
attackers try to pin down the communication parties. The
design of MAPCP aims at the protection against anonymity
attacks, and leaves service attacks to existing solutions such
as content encryptions. This section discusses the anonymity
degree of MAPCP under different attack scenarios. First, the
anonymity degree is quantized using the entropy-based metric
proposed by Dı́az et al. [17] and Serjantov et al. [18]. Second,
we discuss popular anonymity attacks and how MAPCP
thwarts these attacks.
A. Degree of Anonymity
We consider the sender anonymity (the receiver anonymity
can be obtained in a similar way and the anonymity degree will be around the same in two-way communication).
Throughout the analysis of anonymity, we follow the definition
of anonymity given by Pfitzmann and Köhntopp in [19]:
“Anonymity is the state of being not identifiable within a
set of subjects, the anonymity set”, and the anonymity set is
defined as “the set of all possible subjects who might cause an
action”. In a hostile environment, adversaries can assign each
suspicious node a probability of being the message sender.
The less number of suspicious nodes (i.e. the smaller the
anonymity set), the higher probability each suspicious node
can get. Apparently, an anonymity set which includes all nodes
in a system and all nodes are equally suspicious provides
the highest degree of anonymity. Unfortunately, the wireless
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network is an open environment, in which all messages are
broadcast in the air and are vulnerable to eavesdropping. By
monitoring the node activities and the traffic flying in the
air, adversaries are able to gathering information to distinguish different nodes with different probabilities to shrink the
anonymity set.
The degree of anonymity can be quantified by the entropybased metric proposed by Dı́az et al. [17] and Serjantov et
al. [18]. Consider a set φ of N nodes (|φ| = N ), and the
anonymity attackers assign each node i in φ a probability pi
of being the sender according to the information eavesdropped
from the system. The entropy of this system H(φ) is defined
as:

pi log2 (pi )
H(φ) = −
i∈φ

The system has the maximum entropy Hmax when all nodes
in φ are equally suspicious, i.e. pi = N1 ∀i ∈ φ. Therefore:
 1
1
Hmax = −
log2 ( ) = log2 (N )
N
N
i∈φ

The degree of anonymity provided by the system dφ now
can be defined as:
H(φ)
dφ =
Hmax
Apparently dφ is zero when |φ| = 1 (the anonymity set
consists of only one node), and 0 ≤ dφ ≤ 1.
Therefore, if adversaries observed that there are n nodes
involved in a communication session while the other (N − n)
nodes are quiet, they can shrink the anonymity set φ to a
smaller one that consists only these n active nodes (|φ | = n),
and assigned each node in φ the probability n1 , while others
with zero probability. The anonymity degree of this system
now becomes:
 1
1
log2 (n)
1
log2 ( ))
=
dφ = (−
n
n
log
(N
)
log
2
2 (N )

i∈φ

For a single-path routing protocol such as AODV and
ANODR, the value of n is roughly equal to the number of
hops of its discovered route. In MAPCP, since the anonymous
paths are decided by the rebroadcast probability of each node
, the value of n is then determined by the number
prebroadcast
i
of relay nodes, which is different in each communication
session (a single run of packet exchange between the sender
and the receiver). Let’s define the random variables Ri , i =
1, ..., N , by

1 if node i rebroadcasts the packet;
Ri =
0 otherwise.
Then the value of n, which is equal to the expected number
of relay nodes in a communication session, is found to be
n=

N

i=1

E[Ri ] = E[R] =

N


prebroadcast
i

i=1

Since the flooding control algorithm of MAPCP assigns
rebroadcast probability one to all nodes on all possible optimal
paths (when X = (δS + min(τ ))), even with the settings
of lowest anonymity (i.e. λ = 0), the value of n is still
much larger than the hop counts of a single path. Therefore,

MAPCP always provides higher anonymity degree than singlepath (anonymous) routing protocols.
B. Traffic Analysis
In a more hostile environment, adversaries can detect the
flow of packets and track down the source and destination
by means of traffic analysis attacks. Traffic analysis can be
launched by analyzing the timing corrections (timing attack)
or the content correlations (messaging coding attack) exhibited
by packets, as described below.
1) Timing attacks and flooding attacks: In timing analysis
attacks [20], adversaries monitor a specific area and use
temporal dependency between transmissions to trace a victim
message’s forwarding path. An effective way to thwart the
timing attacks is to introduce more randomness of transmissions to hide the real traffic patterns. The Mix-net [5] uses
playout buffers in the mix nodes to store and reorder received
data packets, and to inject dummy packets into the buffer
if necessary. However, this can be compromised by sending
n − 1 messages to trace a victim message when a playout
buffer of size n is used by each mix node, which is also
called flooding attacks. In ANODR [8], a variant playoutbuffer scheme is used to thwart the timing attacks, and the
hop-by-hop payload shuffling is used to stop the flooding
attacks. MAPCP adopts similar schemes used in Mask [9] that
relies on collaboratively generated dummy packets to conceal
the real traffic patterns. Furthermore, we observed that the
timing information required for launching the timing attack is
much difficult to be obtained in wireless networks than in
wired networks, especially when the wireless channels are
overwhelmed by broadcast packets. Routing protocol such
as AODV buffers the broadcast packets for a random time
before sending them to the MAC layer. Moreover, the 802.11
MAC layer senses the carrier before transmitting a broadcast
packet, and postpones the transmission if it senses a busy
channel. Therefore when the traffic load is high, there are
good chances that a node receives a packet earlier than other
nodes, but forwards it much later than some other nodes. This
makes the measurement of propagation delay insignificant
since it does not reflect any more precisely the location of
nodes or the forwarding paths. This observation, together with
the artificially and probabilistically generated dummy packets
from MAPCP, and the multipath characteristics in MAPCP,
constitute an effective defense against the timing attacks.
2) Message coding attacks: Signatures of packets such
as identical content, identification, and unchanged packet
length can be clues for adversaries to recognize the correlation of packets and track the flow of packets. Hop-byhop encryption, payload shuffling and random padding on
forwarding packets effectively thwart this type of attacks while
introduce cryptographic overhead and performance degradation [8][9]. MAPCP does not need to employ hop-by-hop
encryption/decryption since the anonymous paths are constructed probabilistically and it does not need to have pairwise shared keys between adjacent nodes. However, the path
pseudonym, which is used by the relay nodes for determining
the rebroadcast probability, is unchanged during the entire
communication session. Nevertheless, in MAPCP, the path
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channel capacity, 250m radio propagation range, and the twoway ground reflection propagation model as the physical-layer
path loss model. 50 nodes are randomly distributed within
the 700m-by-700m and 1000m-by-1000m fields respectively.
Simulation lasts 900 seconds and each result is averaged over
at least 10 runs with randomly generated topologies. MAPCP
is evaluated using the following metrics:

Fig. 3. By traffic analysis such as timing analysis and payload matching,
colluded attackers (represented by black nodes) can divide the network space
into smaller cells and shrink the anonymity set into a specific cell.

pseudonym does not reveal the real transmission paths: every node with rebroadcast probability greater than zero may
rebroadcast the received packets. Adversaries can only see that
there is a crowd of nodes forwarding packets with identical
path pseudonym, and the observed crowd changes from time
to time since nodes forward packets probabilistically. Furthermore, there is no link between the communication parties’ real
identities and the identity pseudonyms they are using, and the
identity pseudonyms can also be changed by the sender or
receiver at any time (since they share the session key and the
sender’s public key). Therefore, the information gained from
message coding attacks is quite limited.
To analyze the degree of anonymity provided by MAPCP
under traffic analysis attacks, consider the scenarios in which
colluded attackers are able to divide the network space into
smaller cells, as shown in Fig. 3. Suppose node S sends a
message to node D, and the attackers divide the network
space into nine cells. By timing and payload analysis, the
attackers may find out that the message is originated in cell 7.
Therefore, they can assume that the sender must reside in cell
7, and assign active nodes in this cell the highest probability of
being the sender, while nodes in other cells probability zero.
Therefore, the size of anonymity set is shrunk to the number
of active nodes in that cell. The more cells the attackers
divide, the smaller the anonymity set is. Apparently, dummy
packets and multiple paths increase the size of anonymity set.
Simulation results presented in the next section demonstrate
the impact of traffic analysis on the anonymity degree.
V. P ERFORMANCE E VALUATION
The simulation is performed based on ns-2 [21]. MAPCP
is implemented as a transport agent sitting on the top of the
routing agent, and a Gnutella-like P2P client is implemented
at the application layer to simulate the behavior of P2P
applications. We compare the performance of the two systems:
(1) P2P client on the top of MAPCP with AODV as its routing
protocol (MAPCP system), and (2) P2P client on the top of
AODV directly 2 (AODV system). The IEEE 802.11 with the
distributed coordination function (DCF) for wireless LANs is
used as the MAC layer in the simulation. The radio model uses
characteristics similar to Lucent’s WaveLAN, with 2 Mbps
2 Though AODV is not an anonymous routing protocol, it still can be used
to represent the single-path anonymous routing protocol in this case.

A. Degree of anonymity
We investigate the degree of sender anonymity in the
scenario in which colluded attackers, by means of traffic
analysis, divide the network into some smaller cells. Recall
that parameters λ and α determine the anonymity degree of
MAPCP. MAPCP is first evaluated under different λ with α set
to δS +min(τ )+σ, where σ = 0. Then, the value of λ is fixed
at 0 and α is increased by one (σ = 1) to evaluate the effect of
α to the anonymity degree. We simulate 100 randomly selected
one-to-one communication pairs over 20 randomly generated
static network topologies, and each sender sends out one 512byte data packet. The entropy metric defined in Section IV is
used to measure the anonymity degree.
Figs. 4(a), 4(b) and 4(c) demonstrate the anonymity degree
of MAPCP and AODV when the network is divided into 1,
2 and 9 cells respectively. The ticks on x-axis represent the
upper bound of the linear distance between the sender and
the receiver. For example, a point with x = 500 represents
an averaged anonymity degree of all sender-receiver pairs
with distance less than 500 meters but greater or equal to
250 meters. Since the radio transmission of each node is 250
meters, the x-axis also represents the linear distance in terms
of hop counts. These figures show that the anonymity degree
of both systems increases as the distance increases since there
are more nodes involved in packet forwarding. Furthermore,
MAPCP achieves higher anonymity than single-path routing
protocols (represented by AODV) in all scenarios, which has
justified that broadcast is an effective approach in providing
anonymous communication. The figures also show that the
anonymity degree of MAPCP increases as λ increases, since
more nodes are involved in packet forwarding and in the
generation of dummy packets. However, this is accompanied
with degradation of efficiency in packet delivery since higher
traffic leads to more packet collisions. Moreover, as seen
in the figures, when the sender is one-hop away from the
receiver, both protocols achieve the lowest anonymity degree,
especially when the number of cells (created by adversaries)
increases. AODV and MAPCP with λ = 0 provide almost
zero anonymity for peers within one-hop distance when the
network is divided into 2 or more cells. The reason is that no
relay node is needed in this short distance, and the anonymity
set consists of only the sender and the receiver themselves
if no other node help generate dummy packets. This gives
an insight that an anonymous communication protocol should
provide covering when communication pairs are close to each
other, e.g. trusted nodes generate dummy traffic to cover the
real traffic patterns. In MAPCP, the covering can be provided
by using a larger α, e.g. α > (δS + min(τ )), as shown in
Fig. 4(d). The increase of α involves more neighbor nodes in
packet forwarding and hence helps conceal the location of the
sender.
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(a)

(b)

(c)

(d)

Degree of anonymity in the 700m-by-700m field divided into (a) 1 cell, (b) 2 cells, and (c) 9 cells. (d) Degree of anonymity with a larger α value.

B. Performance of packet delivery
MAPCP is evaluated in terms of its performance of packet
delivering and is compared to the routing performance in
AODV. Both protocols are evaluated in high mobility and low
mobility environments. In a high mobility environment, the
node speed ranges from 0 to 20m/s with zero pause time
(nonstop movement), while in a low mobility environment, the
node speed is fixed at 20m/s and the pause time ranges from
0 to 900sec. The random waypoint mobility model is used
for both scenarios. Simulation uses CBR sessions to generate
data traffic in a rate of 4 packets per second with 512-byte
data packets. To demonstrate the impact of traffic load, two
different traffic settings are evaluated. The low-traffic setting
constantly maintains 5 live communication pairs during the
900sec simulation, while the high-traffic setting constantly
maintains 10 pairs. Each pair exchanges 100 data packets.
In this MAPCP simulation, λ = 0 and α = δS + min(τ ).
Two performance metrics are used: (1) the packet delivery
fraction (PDF), which is the ratio of the number of packets
received by the receiver to the number of data packets sent by
the sender; (2) the average end-to-end delay of data packets,

which is the duration from the generation of a data packet by
the sender to the reception of it by the receiver. To simulate the
cryptographic overhead in MAPCP, the computational delay
of the ECAES public key cryptography (42ms for decryption
and 160ms for encryption) [8] is added to the sender and the
receiver upon the reception of each query reply and query
message, respectively.
Fig. 5 shows the performance of packet delivery of both protocols in the 700m-by-700m and 1000m-by-1000m network
fields respectively. As seen, MAPCP does not perform as good
as AODV in packet delivery ratio, which is as expected, since
MAPCP trades performance for anonymity and has not been
optimized for end-to-end communication. The major reason of
the performance degradation in MAPCP is that the broadcastbased communication causes more collisions, since there is
no RTS/CTS exchange for channel reservation as in 802.11
DCF. The situation is worse when the traffic load gets higher.
As seen in both Fig. 5(a) and Fig. 5(c), the PDF of MAPCP
is about 95% in the 5-pair scenario, but only about 90% in
the 10-pair scenario. However, the PDF of MAPCP does not
degrade significantly as the node mobility increases, which
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proves that the broadcast-based communication scheme adapt
well to node mobility. Fig. 5(b) and Fig. 5(d) show that the
average end-to-end delay of data packets in MAPCP increases
as the traffic load goes high, which is also as expected
since higher traffic load indicates more chances of sensing
a busy channel by the 802.11 MAC layer, and hence longer
buffering before transmitting the broadcast packets. Moreover,
the collision of query replies may lead to the retransmission of
query messages, which also introduce more encryption delay
at the receiver end.
The figures also give an insight that the PDF of both
protocols degrades in the network of lower node density, as
shown in Fig. 5(e) and Fig. 5(g). Furthermore, the low-nodedensity environment magnifies the impact of node mobility.
Apparently, the discovery of relay nodes for multihop communication is much harder in a sparse network than in a dense
network. Nevertheless, the figures show that the end-to-end
delay of MAPCP in 10-pair traffic load decreases significantly
when the node density goes lower. The reason partially comes
from that the channel is less busy in lower node density, which
shortens the buffering delay in MAC layer and hence decreases
the end-to-end delay of data packets.
C. Protocol Overhead
The overhead of MAPCP is measured in terms of the
normalized number of packet transmissions and its energy
consumption.
1) Normalized number of packet transmissions: We measure the normalized number of control packets, which is the
ratio of the total number of control packets transmitted by
any node to the total number of data packets received by all
receivers, and the normalized number of data packets, which
is the ratio of the total number of data packets transmitted by
any node to the total number of data packets received by all
receivers. We compare the overhead of MAPCP with that of
AODV in one-to-many communication, in which senders and
receivers are randomly chosen.
Fig. 6(a) shows the performance in terms of the normalized
number of control packets. As seen, the control overhead
introduced by MAPCP almost remains the same, while the
overhead in AODV is proportional to node mobility. For an
anonymous routing protocol, more control overhead means
higher cryptography overhead and higher energy consumption.
Furthermore, the normalized control overhead in MAPCP
decreases significantly as the number of receivers increases.
This proves that MAPCP establishes anonymous paths from
one peer to multiple peers more efficiently. The normalized number of data packets shown in Fig. 6(b) indicates
that MAPCP generates more redundant packets in the data
transmission phase, which is as expected since MAPCP provides anonymity by generating dummy traffic. However, these
packet transmissions are spread over all involved nodes instead
of concentrated on nodes en route. Therefore, the energy
consumption per MAPCP node, as seen in the following
discussion, is still acceptable.
2) Energy consumption: We compare the energy consumption of MAPCP with that of single-path anonymous routing
protocols using hop-by-hop encryption/decryption. A general
hop-by-hop encryption/decryption protocol is implemented to
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imitate the behavior of ANODR. The implementation consists
of two phases: the anonymous route discovery phase and the
anonymous data forwarding phase. In the anonymous route
discovery phase, the route discovery (RD) packets are broadcast to the entire network, while the route reply (RR) packets
are unicast back to the source. Each node, upon receiving
a nonduplicate RD packet, performs one AES encryption
(to hide the route) and one AES decryption (to decrypt the
trapdoor information). Each node en route, upon receiving a
nonduplicate RR packet, performs one AES decryption. In the
anonymous data forwarding phase, data packets are forwarded
along the anonymous path established in the previous phase.
For a comparison with MAPCP, nodes en route also generate
dummy packets to show the extra energy consumption. The
number of dummy packets generated per node en route is
an adjustable parameter in the simulation. The simulation is
conducted in 700m-by-700m high-mobility environment. We
measure the total energy consumption, which include energy
consumed by key generations, encryptions, decryptions, packet
broadcasts and unicasts, according to the numbers provided
in [11] and [12]. Our imitating protocol may not operate
exactly the same with ANODR, however the number of these
cryptographic operations will be roughly the same. Furthermore, be advised that for P2P applications, the extra overhead
of query broadcasts should always be added when anonymous
routing protocols are used.
Figs. 6(c) and 6(d) show the energy consumption in the
route construction phase and the data transmission phase
respectively. As seen, in the route construction phase, the
energy consumed by MAPCP remains constant, while that of
the hop-by-hop encryption/decryption based protocol increases
linearly as node mobility increases, which is due to more route
rediscovery processes as the mobility increases.
In the data transmission phase, we compare MAPCP with
the hop-by-hop encryption/decryption based protocol that also
generates different number of dummy packets, which can
reflect the extra energy consumption from generating dummy
packets. We measure the total energy consumed in the data
transmission phase during the entire simulation process. The
result is then normalized by the number of nodes involved in
the communication and its resulting packet delivery fraction.
The ratio in the legend in Fig. 6(d) indicates the ratio of
the number of total sent data packets to the number of
total sent dummy packets. Since MAPCP broadcasts the data
packets onto all anonymous paths it established between the
communication parties, the number of packet transmissions in
MAPCP is expected to be much larger. As seen in Fig. 6(b),
the packet transmission is about 5 times more than that in
the single-path anonymous routing protocol without dummy
packets. However, as seen in Fig. 6(d), the energy consumed
by MAPCP is as low as that consumed by the hop-byhop encryption/decryption based protocol with 1:5 ratio of
data packets to dummy packets. This shows that when providing the same anonymity degree, the energy consumption
in the data transmission phase is similar in both protocols.
Recall that MAPCP consumes much lower energy in the
route construction phase. Therefore, MAPCP is expected to
prolong the network lifetime compared to the hop-by-hop
encryption/decryption based protocols.
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(a)

(b)

(c)

(d)
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(f)

(g)
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Fig. 5. (a)(b)(c)(d) Packet delivery fraction and end-to-end delay in the 700m-by-700m field with (a)(b) high mobility and (c)(d) low mobility. (e)(f)(g)(h)
Packet delivery fraction and end-to-end delay in the 1000m-by-1000m field with (e)(f) high mobility and (g)(h) low mobility.
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(a)

(b)

(c)

(d)

Fig. 6. Overhead in terms of (a) normalized number of control packets, (b) normalized number of data packets, (c) energy consumption in route construction
phase, and (d) energy consumption in data transmission phase.

D. Effect of multipath in hostile environments
We investigate the effect of multiple paths created by
MAPCP in hostile environments where compromised nodes
perform selective attacks. Selective attack is the simplest
passive attack in which the compromised node drops data
packets traveling through it. For a comparison with the singlepath routing protocols, AODV is also simulated. We evaluate
both protocols in networks with 10% and 30% compromised
nodes, and 5 CBR session pairs are constantly maintained
during the 900sec simulation period. Each CBR session sends
100 512-byte data packets in a rate of 4 packets per second.
The results are shown in Fig. 7. As seen in Fig. 7(a), AODV
achieves only about 85% and 75% in PDF when there are
10% and 30% compromised nodes respectively, while MAPCP
still maintains a PDF of higher than 90% in both cases. The
difference of the performance between two protocols is more
significant in a sparse network, as seen in Fig. 7(c). The results
prove that providing multiple paths is an effective defence to
malicious attacks, and is essential to a secured communication
protocol. Furthermore, by comparing Figs. 5(b) and 5(f) with

Figs. 7(b) and 7(d), we found that the delay of MAPCP is
almost intact, while the delay of AODV increases significantly,
especially in the sparse network (Fig. 5(f)). The increase in
delay partially comes from the increased number of route rediscover processes in AODV when packets are maliciously
dropped. For an anonymous communication protocol, more
route re-discover processes means more broadcasts of route
request packets and more cryptographic overhead, which is
really a concern in a resource constrained environment such
as MANET. An interesting scenario shown in Fig. 7(a) is that
the selective attack somewhat improves the PDF of MAPCP
when the traffic load is high, which is due to the alleviation
of packet collisions when redundant data packets are dropped
by the compromised nodes.
VI. C ONCLUSION
An efficient anonymous communication protocol, called
MAPCP, for P2P applications over MANET was proposed.
MAPCP uses broadcast-based communication scheme and
probabilistic flooding control to establish multiple anonymous
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(a)

(b)

(c)

(d)

Fig. 7. Simulation results in the hostile environments. The packet delivery fraction and end-to-end delay in (a)(b) the 700m-by-700m field and (c)(d) the
1000m-by-1000m field.

paths within a single query phase. It was shown by computer
simulation that MAPCP achieves a high anonymity degree
even when colluded adversaries divide the network into several
smaller cells. MAPCP also maintains high packet delivery
fraction even under selective attacks. MAPCP is designed to
be a middleware protocol sitting in between applications and
network layer routing protocols and can be easily implemented
on any existing MANET.
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